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Two-Factor Authentication (2FA) 

Guidance for SMEs 
 
Defending against a Cyberattack starts with 2FA 
 

What is two-factor authentication? 

Two-factor authentication (2FA) or multi-factor authentication (MFA), provides a 

way of ‘double-checking’ a user’s identity when using online services, such as 

software applications, email or social media. It is available on most of the major 

online services and business cloud applications such as Microsoft 365. 

When setting up 2FA, the service will ask you to provide a 'second factor', which is 

something that you (and only you) can access. This could be a code that is sent to 

you by text message or created by an authenticator app. Authenticator apps 

generate a security token instead of a code that is sent in a text message. 

 

Why you need two-factor authentication? 

Two-factor authentication adds an extra layer of security to verify that individuals 

logging in to a computer system are who they say they are. Security experts 

recommend multi-factor authentication because passwords are often stolen or 

easily guessed, leaving password-only protected logins vulnerable. In addition to 

"something the user knows" (the password), the second factor is "something the 

user has" (their smartphone). 

 

Password-only protected logins are vulnerable because users often use the same 

passwords on multiple systems. By infiltrating someone else’s system and stealing a 

list of passwords, a hacker could easily log in to your network as one of your authorised 

users. Users also tend to choose passwords that are easily remembered, making them 

easy to guess. 
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Radius strongly recommends Two-factor authentication for remote-access logins, or 

for systems that might contain confidential or sensitive data. We also recommend 

that you set up 2FA on your 'important' business accounts; these will typically be 

the 'high value' accounts that protect things that contain important data and 

information relating to your business and your customers. You should also use it 

for your Outlook email, as criminals with access to your inbox can use it to reset 

passwords on your other accounts. 

 

 

 

How do I set up 2FA? 

Some online services will already have 2FA switched on. However, most do not, so 

you will need to switch it on to give extra protection to your other online accounts, 

such as email, social media and cloud storage. If available, the option to switch on 

2FA is normally found in the security settings of your account or profile. 

 

What are the different types of 2FA? 

There are two main types of two- factor available: 

 Text messages - Most services tend to offer 2FA over text message by default. 

During setup, you provide your mobile phone number, and the service will send 

you a message containing the code to use. Some services can also send a code 

using voice message if you find this easier. Text messages are not the most 

secure type of 2FA, but still offer a huge advantage over not using any 2FA. Any 

two-factor authentication is better than not having it at all. 
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 Authenticator Apps - on your smartphone (or tablet). Google 

Authenticator and Microsoft Authenticator are examples of this type of app. 

Once you have installed one, you can use the same app when setting up 2FA 

on any accounts that have this as an option. These apps offer many advantages 

over text messages, such as not needing a mobile signal, or having to wait for 

a text message to arrive. 

 

Have a Back-up Plan 

It is a good idea to have a backup plan, in case you do not have access to your usual 

second factor (for example, if your smartphone battery runs out of juice). Many 

services let you set up more than one option for this reason. Email is main 

alternative to text message. Some services use memorable information or a 

security question (such as 'What was the name of your first pet?') as an additional 

step in the 2FA email method. This does not offer the same protection so you 

should still activate 2FA if it is available. 

 

Easy Win for You and Your Business 

If you have not activated 2FA already on your Microsoft 365 account, it is the 

easiest way to secure your Microsoft Office services, and in particular your 

Outlook email client, from unauthorised access. It is just a matter of getting it 

enabled as it is turned off by default. 

 

Need Help Activating 2FA? 

If you require further assistance on implementing 2FA on any of your systems, 

applications or platforms, please get in touch with our sales team, lo-call 0818 592 

500 or email sales@radius.ie. 

 

 

https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_GB
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=en_GB
https://www.microsoft.com/en-us/account/authenticator
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